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The Bloom filter is one of the most widely used data structures in big data analytics to efficiently filter out vast amounts of noisy data.
Bloom filters are used to accelerate many applications, including databases, networking, security, and bioinformatics. Unfortunately,
prior Bloom filter designs only focus on single-input-stream acceleration, and cannot match the increasing data rates offered by
modern networks. The underlying problem is reading from the bit-vector, which requires fast random access. Since accesses are
random, sharing the bit-vector is difficult, due to dynamic access conflicts. However, naively duplicating the single-stream accelerator
sacrifices scalability, due to the resource overhead of storing the entire bit-vector multiple times.

We present BitBlender, the first scalable, high-throughput multi-input-stream Bloom filter acceleration framework in HLS. Bit-
Blender’s architecture stores a large bit-vector in on-chip memories for ultra low latency. Moreover, it efficiently shares access among
all input streams to allow high throughput even for large Bloom filters with low false-positive rates. To enable this efficient shared
access, we design and implement the novel Arbiter and Unshuffle modules, to dynamically schedule conflicting accesses to execute
sequentially, and non-conflicting accesses to execute in parallel. To support different user configurations of the Bloom filter, we also
develop an automation flow, together with an accurate performance estimator, to automatically generate the best BitBlender design to
meet a user-provided Bloom filter specification. Experimental results show that, on the AMD/Xilinx Alveo U280 FPGA, BitBlender
achieves a throughput up to 3,213 MQueries/s (i.e., 12.8 GB/s) for a 130Mib bit-vector with 0.005% false-positive rate. Compared to the
highly-optimized Rust crate fastbloom running on 24 CPU threads, it achieves an average speedup of 8.89x, up to a maximum of 10.47x.
Compared to the naively-duplicated multi-stream FPGA design, it achieves an average speedup of 5.30x, up to a maximum of 7.42x.
BitBlender is available at https://github.com/SFU-HiAccel/BitBlender.
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1 INTRODUCTION

In the big data era, a vast amount of information is digitized, offering opportunities for discovering new insights.
However, noisy data, stemming from sources such as sensor errors and incomplete records, poses a threat to data

integrity [16]. Filtering methods are crucial for addressing such issues, improving data quality by effectively identifying
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and eliminating noise. Among all types of filters, the Bloom filter [9], which uses a bit-vector for fast set-membership
queries, stands out as one of the most commonly used data structures for space-efficient and high-throughput data
lookup and filtering. It has been widely utilized in big data analytics, such as database querying [5], networking [10, 24],
and bioinformatics [31].

Due to the significant slowdown of CPU scaling, prior studies [18-20, 22, 23, 30, 33] have demonstrated respectable
performance improvements in accelerating Bloom filters using FPGAs. Unfortunately, their underlying architecture
relies on accelerating a single input-stream Bloom filter, and can no longer match the increasing incoming data rate
from modern networks or the host CPU.

Naively duplicating the single-stream Bloom filter design to enable multiple input streams will rapidly exhaust the
on-chip memory resources, especially for large Bloom filters with a low false-positive rate target. A more effective
approach is to share the underlying bit-vector across all input streams. However, this strategy introduces dynamic
access conflicts to the same bit-vector partition from multiple streams, which leads to conservative sequential execution
between all streams in a statically-scheduled HLS design - and therefore, no speedup.

In this work, we propose BitBlender, the first dynamically-scheduled, configurable, high-throughput, and scalable
multi-stream Bloom filter acceleration framework. We first propose an architecture template, composed of many
task-parallel modules. To address the issue of access conflicts in the bit-vector (due to sharing), we introduce a stream-
to-partition arbiter module, which leverages priority encoding logic [25] to dynamically schedule conflicting accesses to
execute sequentially and non-conflicting accesses to execute in parallel. Accordingly, we introduce a partition-to-stream
unshuffle module to reorganize the out-of-order (OoO, due to arbitration) partial query results back into streams, before
they are aggregated to get the final output. Moreover, to prevent a subtle deadlock caused by the OoO scheduling, we
introduce a ratelimit logic to prevent one stream from running too far ahead of another. To maximize the effectiveness
of our resource-sharing solution, we showcase several design iterations, and a highly frequency-optimized solution
which achieves roughly the same frequency as the baseline FPGA design. The architecture template is dataflowed,
where each module is fully pipelined.

Next, to aid users in generating their own BitBlender accelerator, we develop an automation tool which quickly
identifies optimal designs for a requested Bloom filter specification. To do this, we develop a set of random forest models,
to predict the resource utilization and achievable frequency of a BitBlender design. We also develop a probabilistic cycle-
latency estimator, to understand and predict the pipeline stall rate. Together with the frequency predictor, this allows
us to estimate the overall throughput of an instantiation of our accelerator. To support queries over a high-bandwidth
network, we support automated integration with QSFP ports, with the open-sourced Aurora IP [28].

We evaluate BitBlender for a wide variety of Bloom filter configurations using randomly generated input queries.
On the AMD/Xilinx Alveo U280 FPGA, BitBlender achieves a throughput up to 3,213 MQueries/s (i.e., 12.8 GB/s) for a
130Mib bit-vector, at a false-positive rate of 0.005%, exceeding the 100Gbps line rate. Compared to the 24-thread CPU
implementation, BitBlender achieves up to 10.47x speedup; while compared to a naively-duplicated multi-stream FPGA
design, BitBlender achieves up to 7.42x speedup.

In summary, this paper makes the following contributions:

1). A high-performance, configurable, and scalable multi-stream (i.e., input-parallel) Bloom filter accelerator template
named BitBlender.
2). An automated design-generation tool, together with accurate probabilistic performance models, which quickly

searches the design space for an optimal BitBlender instantiation for a user-provided Bloom filter specification.
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3). A low-overhead dynamic arbitration scheme (arbiter, unshuffle, and deadlock prevention) realized in statically-
scheduled HLS.

4). A comprehensive experimental evaluation and analysis of BitBlender.

2 BACKGROUND AND MOTIVATION
2.1 Basics of Bloom Filters

A Bloom filter [9] is a filtering data structure that is composed of a bit-vector (BV) of length L, along with H different
hash functions. It supports two basic operations: insertions and queries. The insertion of elements into a Bloom filter
works as follows. Initially, the bit-vector is filled with all 0s. The element to insert is first passed into the H hash
functions, yielding iy, iz, ..., if. Then, each of these entries in the bit-vector, BV [i1], BV [i2], ..., BV [ig], is set to 1.

Querying whether an element exists in a Bloom filter works similarly. First, the input query is hashed, yielding
H indices. Then, it looks up these H bits, and performs an AND operation (i.e., BV[i1] A BV[iz2] A ... A BV[ig]) to
produce the output. An output of 0 means the input is definitely not in the Bloom filter, i.e., it is safe to filter out this
input data. An output of 1 means the input is probably in the Bloom filter, i.e., it assumes the input data is useful and
does not filter it out.

In order to design an algorithmically desirable Bloom filter, we wish to maximize the number of insertions (I) while
simultaneously minimizing the false-positive rate (fp). In order to do this, users will require a large bit-vector, resulting

in a large on-chip memory footprint. The equation that relates all four Bloom filter parameters is shown in Equation 1.

for~ (1= T M
As shown, the query false-positive rate fp decreases monotonically with L (bit-vector length), and increases mono-
tonically with I (number of insertions). Its relationship with H (number of hash functions) is more complicated: it
reaches a global minimum when H = % X In2 [10].
As a result, algorithmically desirable Bloom filters require large bit-vectors, and a configurable H to most efficiently
minimize the false-positive rate, for a desired number of inserted elements L
As will be detailed in Section 4.2.1 and Section 4.5.3, since hash functions can often be implemented efficiently on
FPGAs, logic resource utilization is usually not a bottleneck for large Bloom filters. Instead, the constraining factor is the
on-chip memory footprint of a large bit-vector. Therefore, this paper focuses on leveraging the otherwise-underutilized
logic resources, in order to enable efficient parallel access to the shared (on-chip) memory-constrained data structure.
Furthermore, since populating a Bloom filter with insertions is usually a one-time effort, in this paper, we focus on

accelerating the throughput of Bloom filter queries with a variety of L, H, I, and fp combinations to match the line rate.

2.2 Baseline Single-Stream Bloom Filter Design

Fig. 1 shows our baseline single-input-stream Bloom filter query accelerator on the FPGA, similar to that in [18]. The
core QueryBV units perform lookups into the bit-vector, which is stored in BRAMs and URAMs on the FPGA. The
bit-vector is divided into H disjoint sections, so that each hash function sends the computed index to its own bit-vector
section (QueryBV unit) to avoid access conflict and achieve a fully pipelined design. Note, this sectioning does not
affect the false-positive rate [27].

Here is the overall dataflow. In each cycle, an input query pair (two queries) is streamed in from an off-chip memory
channel or a high-bandwidth network port. For clarity, we only show one copy of ComputeHash and Aggregate, and
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Fig. 1. Single-stream Bloom filter design, similar to [18]. Modules with bolded outlines have two duplicates.

we bold the outlines of these two modules to imply that there are actually two copies - one for each query in the
pair. Next, each query is sent to H parallel hash functions to compute the lookup indices in the bit-vector in a fully
pipelined fashion. The current hash function is the widely-used 32-bit MurmurHash3 [7], and can be easily replaced by
an alternative. Next, the pair of queries for each hash function is sent to a single QueryBV unit, to look up the index in
a BRAM or URAM bank - note, these banks have two ports, and therefore perform two bit-vector queries per cycle.
Finally, the lookup results from H QueryBV units are aggregated together to get the final output for each input query.

This whole design is fully pipelined and can perform two bit-vector queries per cycle.

2.3 Challenges to Multi-Stream Bloom Filter Scaling

Unfortunately, most existing Bloom filter designs [18, 23, 30] only focus on single-stream designs, and cannot match the
increasing rate (bandwidth) of incoming data from modern SmartNIC modules or off-chip memory. For example, a 100
Gbps network port on Alveo U280 FPGA board can transfer input data at a rate of 12.5 GB/s. Assuming a single-stream
HLS (high-level synthesis) design runs at 200 MHz and each query is 32-bits long, it can only process 2 queries/cycle * 4
bytes/query * 200MHz = 1.6 GB/s, leaving about an 8x gap.

2.3.1 Challenges for naive multi-stream duplication. A naive approach to improve the query throughput via input
parallelism is to simply duplicate the single-stream Bloom filter design, for multiple input streams. However, the on-chip
BRAM and URAM capacity will limit the number of streams that it can duplicate, especially when a large bit-vector
length (L) is needed to keep the false-positive (fp) rate low. For example, for a Bloom filter built with 8 million insertions
(I =8M),tokeepa fp = 0.01%, it needs a bit-vector length of L = 143Mi with H = 13 hash functions. The total capacity
of on-chip memory (BRAMs + URAM:s) on Alveo U280 FPGA board is only about 41 MB, meaning it can duplicate at
most 41MB/143Mib = 2 streams.

2.3.2  Challenges for multi-stream bit-vector sharing. To avoid excessive on-chip memory usage, another alternative is
to let all streams share one copy of the bit-vector (with H disjoint sections) as shown in Fig. 2. Each bit-vector section is
further divided into P partitions to allow parallel stream access. However, the hashed indices from multiple streams may
conflict by accessing the same bit-vector partition, inside each bit-vector section. For these potential access conflicts, a
statically-scheduled HLS design generated by vendor HLS tools (such as Vitis HLS) conservatively assumes the conflicts
always happen. Thus, multiple streams would be scheduled to access bit-vector sections in a sequential order, leading
to the same throughput as the single-stream design. In reality, access conflicts can be managed efficiently, allowing

significant speedup potential.

2.3.3  The goal of this paper. Our goal is to design a high-throughput, scalable, multi-stream Bloom filter accelerator
where multiple input streams can dynamically share the same bit-vector using vendor HLS: for the majority of the time,
multiple streams should run in parallel unless there are true access conflicts.
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Fig. 2. Bit-vector sharing and access conflict example. Sy and Sy are input streams; Py and P; are partitions of each bit-vector section.

The rest of this paper is structured as follows. In Section 3, we first introduce an unoptimized architecture template
of BitBlender, to illustrate the overall design. Then we introduce our novel dynamic arbitration scheme, and describe
iterative optimizations to achieve high throughput while remaining configurable and scalable. We also introduce a cycle
estimator to predict the dynamic stall rate of any given design, and an automation flow to quickly search the design
space and generate an optimal BitBlender accelerator for a user-provided Bloom filter specification. A comprehensive

evaluation is presented in Section 4. Finally, Section 5 describes related works, and Section 6 concludes the paper.

3 INITIAL BITBLENDER DESIGN AND IMPLEMENTATION

To achieve our goal, we present BitBlender, a configurable, scalable, high-throughput, multi-stream Bloom filter
acceleration framework. The core idea is to design and implement a novel dynamic arbitration scheme in vendor HLS
to efficiently share the bit-vector between S number of parallel input streams.

An overview of the BitBlender architecture template is given in Section 3.1. The arbitration scheme to enable
bit-vector sharing is composed of two parts: the Arbiter, described in Section 3.2, and the Unshuffle module, described
in Section 3.3. The finalized architecture template is summarized in Section 3.4. Additionally, we create a cycle-latency
estimation model in Section 3.5, and a design automation tool in Section 3.6, to automatically generate an optimal

BitBlender design on a given FPGA, according to the user-provided Bloom filter specification.

3.1 Initial BitBlender Architecture Template
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Fig. 3. Initial architecture of BitBlender. This depicts an example design with 3 input streams (5=3), 2 hash functions and 2 bit-vector
sections (H=2), and 4 partitions per bit-vector section (P=4). Modules with bolded outlines have two duplicates.

An overview of our first-pass BitBlender architecture template is shown in Fig. 3 and every single module is fully
pipelined with an initiation interval (I) of 1. Neighboring modules are connected using FIFOs. Each cycle, S query pairs
are streamed into 2*S ComputeHash modules; modules with bolded outlines have two duplicates, so they can feed two

SRAM ports, as explained in Section 2.2. Each ComputeHash module computes H hashed indices for an input query and
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sends these indices to query H disjoint bit-vector sections. Each bit-vector section is further divided into P partitions to
enable parallel queries from multiple streams.

When more than one stream tries to access the same bit-vector partition at once, this leads to an access conflict
(shown in Fig. 2). To address these access conflicts, we introduce a stream-to-partition Arbiter module (pair) inside each
section, which uses priority encoding logic [25] to schedule conflicting accesses to execute sequentially. Non-conflicting
accesses to different bit-vector partitions execute in parallel.

Introducing this dynamic arbitration creates two new challenges for the Aggregate module (pair) that aggregates the
query results from all hash sections for each stream. First, the outputs from each hash section are now organized in
bit-vector partitions, instead of streams. To address this issue, we introduce a partition-to-stream Unshuffle module
(pair) inside each section to reorganize the query results into streams. Second, inside each bit-vector partition, the
outputs for multiple streams could be out-of-order (Oo0O). For example, data from stream 1 may be a few items ahead of
stream 0 in a specific partition, depending on which partitions the hashed indices map to. Even worse, in hash section
0, stream 1 may go far ahead of stream 0; meanwhile in hash section 1, stream 0 may go far ahead of stream 1. This
could lead to a subtle deadlock involving the Aggregate modules for stream 0 and stream 1, which will be detailed in
Section 3.2.2. To prevent the deadlock, we introduce ratelimiting logic inside the Arbiter module such that it can control
the maximum distance (D) one stream can go ahead of another; meanwhile, in the Unshuffle module, to unblock its
input FIFO, we buffer up to D outputs for each stream.

In order to implement the dynamic scheduling, the Arbiter and Unshuffle modules need to make decisions based
on metadata from each packet. The metadata that we require is summarized in Table 1. The partition index of each
packet is computed in the ComputeHash module. The stream index and input index of each packet is determined by the

loading logic.

Table 1. Required metadata for packets in BitBlender

Metadata Name Range Description
Partition Index (pidx) | [1,P] Which partition of the bit-vector this packet accesses.
Stream Index (sidx) [1, 5] The input stream from which this packet originated.
Input Index (iidx) [1,00] | The numbering of this input, within input stream #sidx.

The rest of this discussion makes frequent reference to the BitBlender configuration parameters. For the readers’

convenience, the configuration parameters are summarized in Table 2.

Table 2. BitBlender configuration parameters: H, S, P, D, L, I, and fp

Config Parameter Description
H The number of hash functions to compute for each query.
S The number of parallel input streams. This is specific to BitBlender.
P How many partitions each bit-vector section is split into. This is specific to BitBlender.
D The ratelimiting distance permitted by the Arbiter. This is specific to BitBlender.
L The length, in bits, of the entire bit-vector.
I The number of insertions to the Bloom filter.
o The false-positive rate of the Bloom filter.
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3.2 Stream-to-Partition Arbiter Design

3.2.1 Basic Arbiter Design. The stream-to-partition Arbiter aims to dynamically schedule conflicting accesses (i.e.,requests
to the same bit-vector partition) to execute sequentially, while scheduling non-conflicting accesses to execute in parallel.

Alg. 1 shows the pseudo code for its fully pipelined design (line 4, II=1).

Algorithm 1 Pseudo HLS code for stream-to-partition Arbiter

1: function ARBITER(in_hash[S], out_hash[P])

2 min_iidx = 0; slowest_stm; input_indices[S]; /Ratemonitoring, based on iidx metadata
3 hash_buf[S] //buffer packets in registers, to allow explicit control logic

4 while true do //pipelined, 1I=1

5: for s in 0 to S do //read from each stream, unrolled

6 //backpressure until hash_buf[s] is available

7 if (thash_buf[s].valid && !in_hash[s].empty()) then

8 hash_buf[s].value = in_hash[s].read()

9 hash_buf[s].valid = true

10: for p in 0 to P do //write to each partition, unrolled

11: //search all streams for a packet targeting partition p.

12: //In a conflict, priority is given to the stream with smaller stream-idx.
13: for s = slowest_stm; /*(S iterations)*/; s = (s+1) % S; do //unrolled

14: if (hash_buf[s].valid && hash_buf[s].value.pidx == p &&

15: hash_buf[s].value.iidx < min_iidx + D //Ratelimiting

16: ) then

17: if out_hash[p].write_nb(hash_buf[s].value) then //write to partition p
18: hash_bufs].valid = false

19: input_indices[s] = hash_buf[s].value.iidx //Ratemonitoring
20: break

21: min_iidx = min(input_indices) //Ratemonitoring

22: slowest_stm = argmin(input_indices) //Stream prioritization

Each cycle, it first reads up to S hashes, and buffers them in the hash_buf registers (lines 5-9). Next, for each partition
p (line 10), it implements a priority encoder [25] (lines 13-16) to concurrently search all streams to find the ones
accessing this partition. When there are access conflicts, it gives priority to the slowest stream, by manipulating the
stream loop-order (on line 13). Finally, it attempts to write the packet from the chosen stream index (stored in the
hash_buf registers) to the output FIFO of partition p (line 17). Here, the write_nb refers to a non-blocking write,
meaning that if the FIFO is full, the write will not execute, and the if-condition will be false. If the write is successful, it
releases the corresponding hash_buf entry (line 18). The ratelimiting and ratemonitoring (lines 15, 19, 21) are required
for deadlock prevention, as discussed in Section 3.2.2.

The actual throughput of the Arbiter, i.e., how many queries it dynamically processes per cycle, depends on how
often the design backpressures. Backpressure occurs when the hash_buf[s] buffer entry is not released yet and thus
the Arbiter is blocked from reading input indices from stream s (lines 7-8). Since corresponding hash_buf buffer entries
are released when they are written out (lines 17-18), backpressure only occurs when the Arbiter does not output data
from a given stream. This could happen for three reasons. First, during multi-stream access conflicts, the non-prioritized
streams will not be written out in the current cycle, and will have to wait for the next cycles (lines 13 and 20). Second, if
an output index FIFO is full due to backpressure caused by downstream modules (line 17). Third, if the ratelimiting
logic (line 15) decides to pause a stream that is running too far ahead; the ratelimiting logic is designed to prevent
deadlocks, which will be explained in Section 3.2.2.

A comprehensive analysis of expected throughput can be found in Section 3.5.
Manuscript submitted to ACM
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3.2.2  Deadlock Prevention in Arbiter. The dynamic arbitration leads to out-of-order (OoO) scheduling between multiple
streams, which could potentially cause deadlocks. Note that for packets which originate from the same stream, they
cannot become out of order.

An example deadlock is shown in Fig. 4a, with an accompanying dependency graph in Fig. 4b. As illustrated, in the
top hash section Hy, after the Arbiter and QueryBV modules (on the left), stream 1 is running 2 packets ahead of stream
0 - that is, there is an out-of-order distance of 2. Sying is already in the S; Aggregate stage, Syin; is in the Unshuffle
stage, while Syiny and Sping are waiting in the FIFO of bit-vector partition Hy-Py.

Meanwhile, in the bottom hash section Hi, stream 0 and stream 1 are in the opposite situation. Here, stream 0 is
running 2 packets ahead of stream 1: Syiny is already in the Sy Aggregate stage, Soinj is in the Unshuffle stage, while
Spiny and S1ing are waiting in the FIFO of bit-vector partition H-P;.

Sy Aggregate
»lempty fo
Soino H1

Hq Arbiter

2) waiting for fno
from section Hyp/H4

bemmman 1) ing is blocked | - -Se=———— —

by in, in the FIFO H4 Unshuffle

Hash 0 Section

e S . ; - : .
e X X ))2 so S1 Aggregate: : Hash 1 Section X
:'E ; ! Sying Ho ' From Hy,!
i Sying | Soin Soin [So mpty ! g waiting |
: RS 1 A _— 1 forHs
I Hash 1 Section !
_________________________________ (b) Dependency graph of the deadlock

(a) An example of a deadlock in a two-stream design. example, showing the cyclic dependency.

Fig. 4. Deadlocking in a multi-stream design: cyclic dependency example with two streams Sy and Sj.

Now Sy Aggregate has Sping from hash section Hj, and is waiting for Sping from hash section Hy. This is illustrated
in the long, leftwards dependency arrow at the top of Fig. 4b. However, following the dependency chain in Fig. 4b, we
see that Sping from H is waiting and blocked by S;iny in the Hy-Py FIFO; Syiny is blocked by Syin; in Hy Unshuflle;
and Syinj is blocked by S1ing in S; Aggregate. In the same manner, Syiny is also chain blocked by Sping in Sy Aggregate.
This forms a circular dependence, which leads to a deadlock.

To prevent the deadlock, we introduce the ratelimiting logic into the Arbiter to prevent one stream from going too
far ahead of another. To do this, each cycle it monitors all of the packets being sent out, and keeps track of the input
index for the slowest stream. Each packet then compares its own input index to the slowest one, to get an OoO distance,
and the packet is paused if the distance exceeds a threshold D. In the example in Fig. 4a, the Arbiter allowed D=2;
instead, D=1 could prevent the deadlock as there would be no Syinz blocking Soing in the Hy-Py FIFO.

3.2.3 Frequency-Optimized Arbiter. As shown in Fig. 5a, the monolithic Arbiter implementation presented in Alg. 1 has
a frequency issue: for each output partition, it uses a long logic-chain to decide which stream to prioritize in each cycle.
This long logic delay results in a low achievable frequency. Worse, this delay scales with S. To alleviate these frequency
bottlenecks, we propose an optimized design, shown in Figure 5b.

Optimization #1: logic separation. The optimized implementation separates the behaviour of the Arbiter into
three stages: (1) forwarding, that implements the stream-to-partition packet separation; (2) priority arbitration, that
decides which stream’s packet will be sent to each partition; and (3) ratemonitoring, that keeps track of how much
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Fig. 5. Arbiter module designs ("-" denotes ratelimited modules).
(a): unoptimized implementation with long control paths.
(b): optimized implementation with separated logic and tree-based arbitration.

data each stream has sent (i.e., the current input index for each stream). This separation of logic into different modules
simplifies the control logic of each module, which improves local routing congestion.

Optimization #2: tree-based structuring. On top of logic separation, our optimized design uses a tree-based
Arbiter as opposed to a monolithic Arbiter. In our tree-based Arbiter, arbitration is performed on the streams in a
pairwise manner. As shown in Figure 5b, packets from S and S; are arbitrated first, and the winner is compared against a
packet from Sy for the final output. The number of stages in the tree in a general case is [logz(S)], since it is implemented
as a balanced binary tree. Each node in the tree is specified as a separate module in the task hierarchy, and each node
implements ratelimiting and priority arbitration, prioritizing packets from slower streams. Nodes communicate via
FIFOs to localize the required logic-chain. This implementation allows a control logic of constant size within each node
of the tree, no longer scaling with the number of streams, S. In this way, it unlocks greater parallelization, without
creating a frequency bottleneck.

Optimization #3: multi-cycle exit condition. The final frequency optimization is to implement the exit-condition
of the pipelined main loop for each of these modules as a multi-cycle path. In Alg. 1, we introduced the overall idea
of the Arbiter, but simplified the details by ignoring the exit-condition of the main loop (line 4, in Alg 1). However,
there must be an exit condition so that the design can complete, to signify a batch of data has been processed, and to
re-initialize metadata counters for the next batch. The exit condition for the II=1 loops are computed by counting the
number of data packets that have finished processing. However, a naive implementation of this would compute and
update the exit-condition every cycle. This creates a long combinational path, wherein the execution of iteration i + 1 is
dependent on knowing if iteration i will write all current packets. In other words, it requires the control logic to decide,
within only one cycle, if the loop breaks or iterates.

Our solution to this frequency bottleneck is shown in Alg. 2. Here, we describe the exit condition as a multi-cycle
logic path, which relaxes timing constraints. To accomplish this, we calculate the number of completed packets by
having two layers of counters: we distribute one counter per partition (line 2, pkt_counter[P]), and another total
counter (line 3, total_pkts_sent). Partition-level counters are incremented by either zero or one each cycle, depending
on if a packet is written to the corresponding partition (lines 15-16). The total counter is computed over P iterations
of the loop, by accumulating one partition-level counter per iteration (line 5, finish_check_pidx). After P cycles,
we have added all partition-level counters into the total counter. At this point, if the total counter indicates we have
processed the expected number of packets, we set the finish condition to true (lines 7-8), and the loop will break on the

next iteration. Otherwise, we restart the exit condition computation, to reinitialize the multi-cycle path (lines 9-11).
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Algorithm 2 Pseudo HLS code for multi-cycle exit condition

1: function ARBITER(in_idx[S], out_idx[P]], D)

2 pkt_counter[P] //num. of packets sent, for each partition.

3 finished_processing = 0, finish_check_pidx = 0, total_pkts_sent = 0;
4 while (!finished_processing) do //pipelined, II=1

5: total_pkts_sent += pkt_counter[finish_check_pidx++];

6 if finish_check_pidx == (P-1) then

7 if (total_pkts_sent == TOTAL_EXPECTED_PKTS) then

8 finished_processing = 1;

9

: else
10: total_pkts_sent = 0;
11: finish_check_pidx = 0;
12: //... Reading/Writing/Ratemonitoring logic goes here ...
13: for p in 0 to P do //write to each partition, unrolled
14: //... Other Writing logic goes here ...
15: if out_idx[p].write_nb(idx_buf[s_out].value) then
16: pkt_counter[p] += 1;

Table 3. Quality of results with alternative Arbiter implementations

H|P|S|D|L Version Freq | LUTs | FFs | DSPs | BRAMs | URAMs
Unseparated Monolithic 222 | 12.0% | 7.7%
Separated Monolithic 225 | 129% | 8.0%
3|43 |16]24 Separated Tree, Singlecycle | 220 | 13.3% | 8.3% 3.0% 18.9% 7:5%
Separated Tree, Multicycle | 225 | 11.7% | 7.7%
Unseparated Monolithic 103 | 18.2% | 10.1%
51e6ls5! 16! 40 Separated Monolithic 138 | 21.3% | 11.5% 9.5% 20.5% 15.6%

Separated Tree, Singlecycle | 218 | 25.0% | 14.0%
Separated Tree, Multicycle | 225 | 24.6% | 14.0%
Unseparated Monolithic 53 24.7% | 12.5%
Separated Monolithic 77 | 335% | 16.1%
Separated Tree, Singlecycle | 177 | 52.5% | 29.0%
Separated Tree, Multicycle | 224 | 50.7% | 28.8%

18.7% 30.5% 17.5%

Optimization results. In Table 3, we show a frequency and scalability ablation study, in which we place and route
the entire BitBlender architecture under varying configurations and Arbiter implementations. All values shown are
taken from post-route reports. As shown, both the unseparated monolithic and separated monolithic Arbiter designs
show a marked decrease in frequency as the BitBlender parameters grow. Meanwhile, the tree-based Arbiter with logic
separation, and a single-cycle exit condition is able to achieve a good quality of results (QoR), except in the largest
design parameters. Finally, the tree-based Arbiter with logic separation, and a multi-cycle exit-condition is able to
achieve a high frequency regardless of the parameters. The small variation in the achieved frequency can be attributed
to randomness inherent in the place-and-route heuristics. In our most optimized version, the worst delay on a logic
path is practically independent of our BitBlender parameters - H, P, S, D, and L.

However, these frequency improvements do not come for free. As shown, the logic resources required for the tree-
based designs grow quickly, and can double relative to the unseparated monolithic design. Regardless, the optimization
is well worth the logic cost, as continuing to scale the monolithic design results in unroutable nets - the design becomes
limited by congestion and routability, rather than by logic usage. Additionally, the resource overhead comes in the form
of LUTs and FFs - not memory resources, which are the constraining resource for our Bloom filter design.

Another trade-off of the tree-based Arbiter is that it produces a longer cycle-latency between the arbitration logic

and the ratemonitor. The effects of this will be discussed further in Section 3.5.
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3.3 Partition-to-Stream Unshuffle Design

3.3.1 Basic Unshuffle Design. The partition-to-stream Unshuffle module aims to reorganize the out-of-order (OoO)
query results from P partitions, back to in-order query results in S streams, to prepare for the final aggregation.
Alg. 3 shows pseudocode describing its fully pipelined design, and Fig. 6a shows a diagram of the initial Unshuffle

implementation.

Algorithm 3 Pseudo HLS code for partition-to-stream unshuffle

1: function UNsHUFFLE(in_value[P], out_value[S], D)

2 value_buf[P][S][D] //buffer packets in registers, to allow explicit control

3 next_iidx[S] = 0 //track the next input index to send to each stream

4 while true do //pipelined, II=1

5: for p in 0 to P do //read from each partition, //unrolled

6 peek = in_value[p].peek()

7 d = peek.iidx % D //get the buffer idx for this packet’s input index

8 if (!value_buf[p][peek.sidx][d].valid) then //backpressure until this buffer entry is available
9: in_value[p].read() /when the buffer entry is available, consume from FIFO
10: value_buf[p][peek.sidx][d].valid = true

11: value_buf[p][peek.sidx][d].value = peek

12: for s in 0 to S do //write to each stream, unrolled

13: //search all partitions for a packet from stream s: for each input index, only one packet can be valid across all partitions
14: for p in 0 to P do //unrolled

15: d = next_iidx[s] % D //get the buffer idx in which we will find the packet with iidx == next_iidx
16: if (value_buf[p][s][d].valid && value_buf[p][s][d].value.iidx == next_iidx[s]) then

17: //write the chosen packet, which contains a bit from the bit-vector, to stream s

18: if out_value[s].write_nb( value_buf[p][s][d].value ) then

19: value_buf[p][s][d].valid = false

20: next_iidx[s] +=1

21: break

Each cycle, it first peeks up to P QueryBV values (lines 5-6), checking metadata to decide their assigned spot in the
value_buf buffer (line 7). Then, if a packet’s spot is available, Unshuffle consumes the packet and buffers it (lines 8-11).
This value_buf buffer is of size Px Sx D (line 2), to hold up to D packets for each stream, from each partition. The
D dimension is introduced to address the deadlock issue, which will be explained further in Section 3.3.2. Next, for
each stream s, it concurrently searches all partitions in the buffer for the next packet to send (lines 12-21). Since this
next packet corresponds to a unique input_idx for each stream, there can only be one valid packet for each stream (as
explained by the comment on line 13). Therefore, only one partition could hold the packet, so there will be no access
conflicts. As a result, there is no prioritization logic required, as opposed to the Arbiter module. Finally, it attempts
to write the chosen bit-vector value to the output FIFO of stream s (line 18). If the write is successful, it releases the
corresponding value_buf buffer entry, and increments the next_iidx for stream s (lines 19-20).

As with the Arbiter, the actual throughput of the Unshuffle module depends on how often the design backpressures.
Backpressure occurs when a value_buf buffer entry is not released yet and the incoming value is mapped to buffer
in the same entry. Like the Arbiter, value_buf entries are released when they are written out, so backpressure only
occurs when Unshuffle cannot output data. This can happen in two ways. First, when an output FIFO is full, due to
backpressure from downstream Aggregate modules. Second, when the next packet to send is not yet in the value_buf,
due to the packet scheduling from the Arbiter.

A comprehensive analysis of expected throughput can be found in Section 3.5.
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3.3.2 Deadlock Prevention in Unshuffle. The deadlock prevention logic in the Unshuffle module goes hand-in-hand
with the ratelimiting logic in the Arbiter. To accomodate the ratelimiting distance D that is enforced by the Arbiter, the
Unshuffle module has a buffer for each input stream to hold up to D values, as described in Section 3.3.1, to unblock its
input FIFO from potential OoO packets, caused by faster streams. For example, in Fig. 4a, if the Unshuffle module had a
buffer of size D=2 for each partition and stream rather than D=1, it would solve the illustrated deadlock, because the

blocking packets, Sping and Sying, could be consumed.

3.3.3  Frequency-Optimized Unshuffle. For the Unshuffle implementation in Alg. 3, we note that although it seems to
implement a similar logic pattern to the Arbiter, it does not suffer from the long logic-chain that was optimized by the
tree-based structuring from Section 3.2.3. This is because the Arbiter must assign a priority among several choices,
where the priority can change between iterations; in contrast, the Unshuffle write logic is searching for a unique packet
which has the correct data. There is no dynamically-changing prioritization among choices, and therefore, no long
logic chain. However, like the Arbiter, the Unshuffle unit can be viewed as performing two jobs, as explained shortly.
Thus, we adopt the same logic-separation optimization.

Optimization #1: logic separation. By separating the implementation into separate modules (similar to what
we did with the Arbiter in Section 3.2.3), the control logic is simplified, which improves frequency. We separate the
Unshuffle unit into two stages, as shown in Figure 6: (1) forwarding, which reorganizes packets from partitions back to
their originating streams, and (2) reordering, which serializes the input indices of the packets from the P incoming

partitions, to each stream.

Unshuffle

Unshuffle
Reorder

(a) Monolithic Unshuffle, with value_buf (b) Separated Unshuffle, with FIFOs

Fig. 6. Unshuffle unit implementations.
(a): unoptimized implementation with complicated addressing.
(b): optimized implementation with separated logic and simplified buffering.

Optimization #2: FIFOs instead of buffers. This bifurcation of logic also reveals the path to another optimization.
As mentioned in Section 3.2.2, the data packets within any given stream never change order. Therefore, within each of
the P partitions, after the packets are separated according to the originating streams, the packets are then in-order
within the partition. Thus, after the partition-to-stream separation is performed by the Unshuffle-forwarding unit, it is
possible to remove the fully-partitioned value_buf buffer from the Unshuffle-reorder module. Instead, we implement it
as a simple FIFO of size D as shown in Figure 6b. This greatly simplifies the next-packet logic, replacing it with a FIFO
read operation from P partitions, and a small comparison between the P packets - since the correct data will always
appear at the head of one of the input FIFOs.

Note that since the modules in Unshuffle do not need metadata counters that need to be reset, these modules do not
need any reset logic. Therefore, in contrast to the Arbiter’s frequency optimizations we do not adopt any multi-cycle

exit-conditions.
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Table 4. Quality of results with alternative Unshuffle implementations

H| P|S|D|L Version Freq | LUTs | FFs | DSPs | BRAMs | URAMs
Unseparated, Buf-based 211 14.1% | 9.3% 3.0%

314|316 | 24| Separated, Buf-based 225 14.2% | 9.4% | 3.0% 18.9% 7.5%
Separated, FIFO-based 225 11.7% | 7.7% 3.0%
Unseparated, Buf-based | (failed) | N/A | N/A | N/A N/A N/A

5|6 |5]| 16 | 40 Separated, Buf-based 155 29.4% | 18.5% | 9.5% 20.5% 15.6%
Separated, FIFO-based 225 24.6% | 14.0% | 9.5% e o
Unseparated, Buf-based | (failed) | N/A | N/A | N/A N/A N/A

7|1 8|8| 16|56 Separated, Buf-based 134 64.3% | 41.0% | 18.7% 30.5% 17.5%
Separated, FIFO-based 224 | 50.7% | 28.8% | 18.7% - -

Optimization results. Table 4 shows an ablation study in which we place and route the entire BitBlender architecture
under varying configurations and Unshuffle implementations. All values shown are taken from post-route reports. As
shown, the unseparated Unshuffle implementation faces significant difficulty in routing, and is unable to complete
place-and-route for even moderately-sized BitBlender configurations. The separated Unshuffle implementation is able
to complete place-and-route, but the buffer-based implementation uses significantly more LUTs and FFs, due to the
logic searching and comparing every buffer entry in a P X D sized buffer. This leads to higher congestion and lower
achievable frequency when compared to the FIFO-based implementation.

Moving from the buffer-based implementation to the FIFO-based implementation is a strong improvement with no
noticeable downsides. This is because the buffer-based implementation allows for random access into the large packet

buffer, but after we optimize the design with logic separation, the random access is restricted to only P FIFO heads.

3.4 Final Optimized Architecture

After optimizing the Arbiter and Unshuffle modules, the architecture template is composed of many highly scalable
modules, allowing the design to operate at a high frequency for a very wide range of possible configurations. The
final architecture diagram is shown in Figure 7. Here, the Arbiter and Unshuffle modules are split into their frequency-
optimized counterparts, distinct from the initial architecture in Figure 3. Additionally, a summary of each module in the

design is given in Table 5.

1 Hash 0 Section

Unshuf nshu
e | Sep Reord
: A';blzar Unshuf
e S W(
& ;: - | Sep Unshui
@E‘> = w ;[Arpiter s Unshuf Reord )\ agregate =
eA \{ Fwd K Sep 0 AND
+|Arbiter| n Unshuf Unshuf| |
omputej Fwd Reord Aggregate
O N N m— Sep P390 ey INF
@A Arbiter] Unshuf nshu AND 5
( Fwd | = I Sep Reord) | o
@;‘> N Compute Arbiter| Yy | Unshuf : Aggregate
Load Hash [ Fwd _Sep | wo) [
@@ i[Avier Unshuf
(LFwd Sep
H Unshuf
E Hash 1 Section Sep

Fig. 7. Final architecture, including all frequency-improved modules. This depicts an example design with 3 input streams (5=3), 2
hash functions and 2 bit-vector sections (H=2), and 4 partitions per bit-vector section (P=4). Modules with bolded outlines have two
duplicates.
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Table 5. Module Descriptions and Data Forwarding Behaviour

Module Name | In | Out | Data Forwarding Behaviour

Load 1)1 All valid input packets are forwarded to the output.
Iiz:l;p ute 11H If all H outputs are not full, an input packet is consumed and copied to each of the H outputs.
Arbiter 1]P Input packets’ target partition idx is inspected, and forwarded to the corresponding output
Forwarder putp getp P ’ P § output.
. Two input packets’ input idx are inspected, and ratelimited if it’s greater than min_iidx + D.
Arbiter - o . e
Node 2|1 If both packets are valid and not ratelimited, the smaller input idx is forwarded to the output.
If only one is valid and not ratelimited, it is forwarded to the output.
Ratemonitor 11 Input packets’ input idx are inspected to update min_iidx, which is the largest input_idx
that has been received by all streams. This min_iidx is given to all Arb Nodes.
QueryBV 1)1 All valid input packets are forwarded to the output.
Unshuffle 1S Input packets’ stream idx are inspected, and forwarded to the corresponding output.
Separator
Unshuffle Each input packet’s input idx is compared with next_iidx.
P|1 . o
Reorder If they are equal, then that packet is sent to the output, and next_iidx is incremented.
Aggregate H|1 If all H inputs are valid, they are combined and sent to the output.

3.5 Cycle-Latency Estimator

In this section, we develop a mathematical model to predict the throughput of a given BitBlender configuration. That
is, given some combination of H, S, P, and D, we will describe and predict the expected data forwarding patterns, and
dynamic stalling behaviour. As explained earlier, every single module in BitBlender is fully pipelined with an initiation
interval (II) of 1, and the entire design runs in a dataflow fashion. In an ideal case, BitBlender could achieve a throughput
of 2 X S queries per cycle (2 queries per cycle, for every stream). However, due to dynamic dataflow stalls, the actual
throughput is:

queries_per_cycle = 2 X S/(1 + stall_rate) (2)

To characterize the dataflow stall rate, we will start by explaining that the stall rate of BitBlender is well-estimated by
only considering the behaviour of the Arbiter. Next, we will analyze the expected cycle latency of the Arbiter. Finally,

we define the cycle-efficiency, to easily describe the expected dynamic stalling behaviour of BitBlender.

3.5.1 Dynamic Dataflow Stalls in BitBlender. A dataflow stall occurs in a module if it pauses a valid packet. Therefore,
we do not consider a module to be stalling if all of its output FIFOs are full - we consider this stall to be due to
some downstream module. Therefore, the dataflow stall rate of BitBlender is determined by modules whose data
forwarding behaviour may pause valid packets even if an output FIFO is not full. As shown in Table 5, this includes
only ComputeHash, Arbiter Node, Unshuffle Reorder, and Aggregate.

However, the ComputeHash module can only spawn a pipeline bubble if at least one of its outputs are full, but
another output is not full - meaning a downstream module stalled a sufficient number of times in its execution. Similarly,
the Aggregate module can only spawn a pipeline bubble if at least one of its inputs are empty - meaning an upstream
module stalled a sufficient number of times in its execution. Both of these modules may only introduce pipeline bubbles
as a result of other modules stalling. The Unshuffle Reorder module may pause a valid packet if the input index of the
packet is not correct. However, the scheduling of packets is handled by the Arbiter logic - so the Reorder module’s
stall rate is also directly influenced by the Arbiter. Therefore, we can reasonably estimate that all dataflow stalls can be

traced back to originate from the Arbiter.
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3.5.2 Predicting Cycle Latency. In order to understand the scheduling behavior of the Arbiter, we will refer to its
description in Section 3.2.1, accompanied by Alg. 1.

To recap, our initial Arbiter design has S input FIFOs, and P output FIFOs. Its behaviour is summarized as follows:

e Reading Logic: Each cycle, it reads up to S input packets (zero or one from each input FIFO).
o Ratelimiting Logic: It ratelimits packets if the packet has an input_idx > min_iidx + D, where min_iidx is the

current input index of the slowest stream.

Prioritization Logic: The Arbiter assigns each packet a priority. The highest priority is given to the packet
with the lowest input_idx.

Routing Logic: For each of its P outputs, it checks which of the non-ratelimited packets need to be sent there. It
sends the packet which has the highest priority.

To aid our analysis, we define a "set of inputs” to the Arbiter as the S packets that have the same input_idx. For
example, the 3rd set of inputs is the 3rd packet from each stream, as illustrated in Figure 8. In the following paragraphs

we describe how we model the runtime (in cycles) of a BitBlender architecture.

Arbiter
+ Ratelim

B

Fig. 8. lllustrations of input-sets (Tx) and partition-input-sets (T,‘f), to develop the analytical cycle-latency model.

Let Ty be the k’th set of inputs, as illustrated in Figure 8. The reading logic dictates that we consume at most one set
of inputs per cycle. Hence, the earliest that T;. can be read is on cycle k. By the ratelimiting logic, none of the packets
from Tj can be sent out until all packets from T(;_p) have been sent. The prioritization logic states that, in the event
of an access conflict, we always try to send the packets with the lowest input_idx. We model this by saying that each
packet in Tj that maps to partition p cannot be sent out until all of the packets that also map to partition p, in all
previous sets (T._; and lower) have been sent. Note, this interpretation of the prioritization logic is not entirely faithful
to the true behavior of BitBlender, in which out-of-order input indices actually can appear on a partition. Despite this
minor difference, the resulting cycle-latency model turns out to be extremely accurate.

Finally, by the routing logic, each packet in T is mapped to a partition. The number of cycles required for T to
send depends on how many access conflicts exist in T - that is, how many packets in Tj target the same partition.
Define T,‘f to be the set of packets from Ty with partition index p, as illustrated in Figure 8. Then, it takes |T]f | cycles
for the k’th set of inputs to send to partition p, since these packets must be serialized by the Arbiter.

Based on this analysis, we summarize our cycle-latency model in Equation 3, for input sets where k > 1. Since
FinalSendCycle is a recurrence relation on k, for consistency we define FinalSendCycle(p,0) = FinalSendCycle(p, —1) =
.. =0.

max,c[1,p] FinalSendCycle(p, k — D) + FeedbackLatency
FinalSendCycle(p, k) = max § FinalSendCycle(p,k — 1) + |T,f| 3)
k
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In this equation, FinalSendCycle(p, k) denotes the final cycle in which a packet from T} is sent to partition p. The
first term (i.e., the multi-line max statement) predicts the cycle at which the k’th set of inputs begins to send to partition
p. The second term (i.e., |T]‘z7 |) predicts how many cycles it takes for that set of inputs to finish sending, modelling the
routing logic. The first line of the outer max statement models the ratelimiting behaviour. The second line models
the prioritization logic, and the final line models the reading logic, as described previously.

Note that, when modelling the ratelimiting behavior, we add a FeedbackLatency term. This term is added to model
the frequency optimizations introduced in Section 3.2.3 - there are a few cycles of delay for the ratelimiting logic (implicit
in the nodes of the Arbiter-tree) to receive rate-data from the Ratemonitor. In practice, we determine FeedbackLatency
based on the HLS-reported latency of the Arbiter nodes and the Ratemonitor.

To use Equation 3, we must find the value of the term |Tlf |. But since we cannot know the partition index of each
packet ahead of time, we will model it with a probability distribution.

We assume that our hash functions have a uniform output distribution. With this assumption, the partition index
of each packet is also a uniform probability distribution. A set of inputs consists of S packets, where we consider
each packet to be labelled with its partition index, p € [1, P]. Then by definition, the number of packets in T]f is the
number of packets in Ty that are labelled with p. We can view the labelling of the packets as a series of S independent
Bernoulli trials (i.e., pass/fail trials [15]), where a trial is passed if the packet is labelled p, and failed if it is labelled
with anything other than p. This shows that |T"CO | (i.e., the number of packets in T]f ) can be described by a binomial
probability distribution [15], with S trials, each having a success-probability of 1/P:

et =m = (7] x < (E5 o

Henceforth, we consider |T]f | to be a random variable, described by the binomial distribution shown in Equation 4.
As shown, this probability distribution depends only on the number of streams, S, and the number of partitions, P. In
Figure 9, we graph the probability distribution for |T]‘f |, as shown in Equation 4. As we can see, the entire graph shifts
to the right as the number of streams, S, increases. On the other hand, the graph shifts to the left when the number of
partitions, P, increases. Hence, the odds of an access conflict (i.e., the probability that |T: | > 2) increases with S, and

decreases with P. With this model, we can use Equation 3 to estimate the cycle-runtime of BitBlender.
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Fig. 9. Example probability distributions of IT]‘fl, with different Pand S.

3.5.3 Predicting Stall Rate and Efficiency. The stall-rate model presented in Equation 3 is difficult to simplify further,

due to the max function. However, since it is an additive recurrence relation, it approximately boils down to a sum over
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many samples of the random variable |T]f |. By the law of large numbers [15], as the number of samples, n, increases, the
expected value of all n samples tends towards the expected value of one sample multiplied by n. Practically speaking,
this means that the expected runtime should vary minimally between different randomly-drawn input sequences.

To predict the stall rate of a given BitBlender configuration, we sample the random variable |T]f | many times and
iteratively compute FinalSendCycle(t, k) for increasing k, to compute one possible value of FinalSendCycle(p, K)
for each partition p € [1,P]. Here, K represents the total number of input query-pairs per stream. The largest
FinalSendCycle(p, K) across all partitions p then represents the estimated number of cycles needed to process 2 X K X S
queries. From this, we may derive the stall_rate as defined in Equation 2; however, it is perhaps more intuitive to define
the efficiency of a BitBlender design, as shown in Equation 5. Note that this definition of efficiency is equivalent to the

factor of from Equation 2. The efficiency represents the percentage of cycles spent performing useful

1
(1+stall_rate)’
work, as opposed to cycles spent waiting for dynamic scheduling overhead to resolve.

number_of_inputs K

E ici = ~
fficiency runtime_cycles max,e(1,p) FinalSendCycle(p, K) )

3.6 Automation Support for BitBlender

To allow users to easily generate optimized BitBlender hardware designs to meet their desired Bloom filter specifications,

we develop a design automation toolflow shown in Fig. 10.
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Fig. 10. Flowchart of design automation for BitBlender, to quickly search the design space and generate the optimized design.

The automated design space exploration tool takes the FPGA resources and Bloom filter parameters as input from
the user, including whether or not the user wants to target a QSFP-based design or a DRAM-based design, as discussed
in Section 3.7. The Bloom filter parameters include the number of expected inserts (I) to the Bloom filter, the desired
false-positive rate (fp), and optionally the bit-vector length (L). Our configuration calculator then proposes many valid
BitBlender configuration combinations, including the bit-vector length (L), number of hash functions (H), number of
streams (S), number of partitions per bit-vector section (P), and ratelimiting distance (D).
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Next, we use a random forest regressor model to predict the FPGA resources required for each proposed BitBlender
configuration. Then, the predicted resources are divided by the user-provided FPGA resource capacity, to estimate the
percentage-resource usages. We use a machine learning model rather than an analytical model for the resource estimator,
because it is difficult to estimate the computational resources that each module requires, as they scale nonlinearly with
the BitBlender configuration. Moreover, during the placement and routing of the design, the resource usages may be
automatically optimized depending on the size and complexity of each module.

From there, we use frequency-predictor model, together with the probabilistic cycle-latency estimator which was
described in Section 3.5.2, to predict the total throughput of the BitBlender design. The design with the highest estimated
throughput is passed into the back-end building process. The building process begins with TAPA [17], which performs
automatic coarse-grained floorplanning optimizations for the input design. It then calls Vitis and Vivado to generate
the FPGA bitstream. Depending on user preference, it may link with the Aurora IP for QSFP support, as described in

Section 3.7. If Vivado fails to generate the bitstream, the user is prompted to try again with the next best design.

3.6.1 Training the Resource and Frequency Estimators. To train the random forest regressors for resource and frequency
estimation, we built 238 total BitBlender designs. These designs are split into four sweeps, where each sweep iterates
through several values of H and a single other configuration parameter, while holding the other parameters the same.
When a parameter was not being swept, its value was fixed as S=8, P=9, D=16, and the bit-vector section length (i.e.,
L/H) = 16.

For example, for each H from 3 to 11, we would also vary S from 2 to 9, to sweep through several numbers of streams
while holding P=9, D=16, and the bit-vector section length as 16. We also swept through P € [4,12], D € {2, 4, 8, 16},
and section lengths € {12, 16, 20, 24}. Finally, we also performed a sweep through H € [3, 15] with S=6, P=8, D=16, and
a section length of 16. This resulted in 238 total builds, 148 of which completed placement and routing.

3.7 QSFP Port Integration

Modern datacenter FPGAs are equipped with high-bandwidth networking interface to support 100-Gigabit data rates
and beyond. For example, many of the FPGAs in the AMD/Xilinx Alveo family (e.g., the U280 [2], U50 [1], U200, and
U250 [3]) support QSFP28 ports, which are capable of reaching a 100Gbps data rate.

To support end-to-end streaming of queries from a network, we also add support for integrating the QSFP Port. To
enable this, we use the Aurora IP module [28]. The Aurora IP is a prepackaged RTL IP, designed to interface between
the FPGA fabric and a Gigabit transceiver, such as the QSFP28 port. It communicates with the FPGA fabric using the
lightweight AXI-stream standard [8], which is realized in HLS with the hls: : stream API Based on whether the user
specifies to add QSFP support, the code generator and build tool will automatically adjust the typical compilation flow
of TAPA [17] to link our HLS-generated BitBlender IP and the Aurora IP. Unfortunately, this poses a slight challenge to
TAPA’s automated floorplanning, which is done on the BitBlender architecture before the linking step, and is therefore
unaware of the Aurora IP. Furthermore, the Aurora IP relies on unscalable clocks in the FPGA fabric, which makes
routing more difficult. To alleviate this problem, our resource estimators add a constant overhead when the user requests

QSFP port integration, targeting a smaller design that is more likely to route.
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4 RESULTS AND ANALYSIS
4.1 Experimental Setup

Baseline CPU implementation. We compare against the popular, high-performance, and actively-developed Rust
crate fastbloom [32]. As of April 2025, this is one of the most popular Rust crates for Bloom filters, with over 240k
downloads. It achieves high performance by being implemented as a partial blocked Bloom filter, in which the bit-vector
is partitioned into cache-friendly blocks, and queries are localized in blocks to achieve low memory latency. For a fair
false-positive rate comparison, we configure fastbloom to use 512-bit blocks, and we insert I elements into the Bloom
filter prior to our random querying phase.

We write a benchmark to measure the querying time with 24 threads, and compile it using optimization level
3, link time optimization specified as "thin", and one codegen unit. Further, during compilation, we specify the
target-cpu=native, and target-feature=+avx2,+fma rust flags, to ensure the resulting binary is able to lever-
age all SIMD intrinsics. We measure the runtime on a 14nm 12-core Xeon Silver 4214 CPU, with 24 hyper-threads and a
16.5MB L3 cache.

Hardware platform and software tools. We evaluate our BitBlender accelerator designs on the 16nm AMD-Xilinx
Alveo U280 FPGA [2] board, which has a 100 Gbps network interface. In addition, we also compare to the naive
multi-stream FPGA designs by duplicating multiple copies of the single-stream design described in Section 2.2.

For all FPGA-based designs built by us, including the naive multi-stream designs, we use the automated floorplanning
optimization tool TAPA [17] to improve timing closure, and Vitis v2022.1 [6] for hardware synthesis. All FPGA results
are measured via on-board execution, and the resource utilization is from post place-and-route reports. The runtimes
are measured using cycle counters built into the accelerator. For a fair comparison between the FPGA implementations,
all bitstreams are generated in a fully automated manner, with no manual tweaks to the build strategies. That is, the
place and route tool uses the default placement and routing strategies, and no manual floorplanning is done for any of
the designs.

In all cases, the throughput is calculated by the total number of queries, divided by the time taken in our CPU or
FPGA kernel to process the queries.

4.2 Overall Performance Speedup of BitBlender

Table 6 shows the overall performance, measured in million-queries-per-second, for auto-generated BitBlender designs
under various Bloom filter configurations. In this table, all BitBlender designs are generated using our automation tool,
as described in Section 3.6. For each design point, we prompt the design automation tool to provide us with the top
5 designs, generate all of them, and report the single best-performing design in this table. In total, we attempted to
generate 40 HBM-based BitBlender designs, and 40 QSFP-based BitBlender designs.

To generate the naive multi-stream designs, we use a set of standard Bloom filter configuration equations [11, 27],
to calculate the most space-efficient bit-vector size and corresponding number of hash functions, given the expected
number of insertions and desired false-positive rate. We then attempt to build the resulting design with several different
numbers of streams, S, and take the best result.

Compared to the 24-thread CPU baseline, BitBlender achieves an average speedup of 8.89x and a peak speedup of
10.47x. Compared to the naive multi-stream FPGA design, BitBlender achieves an average speedup of 5.30x and a peak
speedup of 7.42x.
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Table 6. BitBlender auto-generated design performance and resource comparison. | = # inserted elements, fp = false-positive rate, L =
bit-vector length, H = # hash functions, S = # streams, P = # partitions per section, and D = ratelimit distance.

User Config Design Throughput Generated Config Resource Usage Frequency
I fr (MQueries/s) | L(bitsy | H | S| P | D | LUTs | FFs | BRAM | URAM | DSP (MHz)
BitBlender-HBM 3155 (9.53x) 96Mi 6 | 8|10 | 16 | 56.4% | 31.6% | 38.9% 35.0% | 18.1% 211
aM | 0.01% BitBlender-QSFP 3037 (9.18x) 115Mi 5 | 8|11 16 | 53.2% | 30.3% | 43.7% 42.2% | 15.1% 211
Naive multi-stream | 832 (2.51x) 78Mix2 | 13| 2 | - - | 184% | 9.6% | 57.7% | 54.2% | 6.3% 208
24-thread CPU 331 (1x) 73IMi | 13 | - | - | - B B B B B B
BitBlender-HBM 3213 (9.77x) 130Mi 5 9|10 16 | 58.1% | 32.1% | 48.9% 45.8% | 17.0% 208
aM | 0.005% BitBlender-QSFP 2551 (7.75x) 130Mi 5 |7 |10 | 16 | 43.6% | 24.8% | 50.9% 45.8% | 13.3% 186
Naive multi-stream 784 (2.38x) 84Mix2 | 14 | 2 | - - | 19.0% | 9.7% 61.4% 58.3% 6.8% 196
24-thread CPU 329 (1x) 78.6Mi | 14 | - | - - - - - - - -
BitBlender-HBM 3145 (9.83x) 132Mi 6 | 8|11 | 16 | 60.1% | 33.0% | 44.9% 45.0% | 16.0% 204
aM | 0.002% BitBlender-QSFP 2658 (8.31x) 112Mi 7179 |16 | 522% | 29.5% | 50.2% 40.8% | 18.5% 206
Naive multi-stream 892 (2.79x) 80Mix2 | 16 | 2 | - - | 16.2% | 8.9% 56.0% 53.3% 4.8% 223
24-thread CPU 320 (1x) 850Mi | 15| -] - | - B B B B B -
BitBlender-HBM 3098 (10.46x) 144Mi 6 | 8|11 | 16 | 61.3% | 33.7% | 49.0% 50.6% | 18.1% 201
oM | 0.01% BitBlender-QSFP 2684 (9.07x) 144Mi 6 | 7|10 | 16 | 50.1% | 28.1% | 55.5% 50.0% | 15.9% 203
’ Naive multi-stream 450 (1.52x) 104Mix1 | 13 | 1 | - - | 138% | 7.9% 40.8% 37.9% 3.2% 225
24-thread CPU 296 (1x) 109.7Mi | 13 | - | - - - - - - - -
BitBlender-HBM 2821 (9.86x) 136Mi 8 |79 |16 | 57.3% | 31.5% | 55.6% 46.7% | 21.1% 212
6M | 0.005% BitBlender-QSFP 2299 (8.04x) 135Mi 9 | 6| 8 | 16 | 53.0% | 29.9% | 57.3% 45.9% | 20.4% 213
Naive multi-stream | 380 (1.33x) | 112Mix1 | 14 | 1 | - - | 141% | 8.0% | 43.2% | 40.8% | 3.4% 190
24-thread CPU 286 (1x) 1179Mi | 14 | - - - - - - - - -
BitBlender-HBM 2466 (9.00x) 153Mi 9 | 7| 8 | 16 | 59.7% | 32.2% | 66.2% 50.6% | 23.8% 194
oM | 0.002% BitBlender-QSFP 2313 (8.44x) 153Mi 9 | 6| 8 | 16 | 50.6% | 28.1% | 68.4% 50.6% | 20.4% 199
Naive multi-stream 422 (1.54x) 128Mix1 | 16 | 1 | - - | 147% | 8.2% 48.0% 46.7% 3.9% 211
24-thread CPU 274 (1x) 1289Mi | 15 | - | - - - - - - - -
BitBlender-HBM 2286 (9.14x) 160Mi 10| 6| 7 | 16 | 50.0% | 27.1% | 44.5% 62.5% | 22.7% 205
sM | 0.01% BitBlender-QSFP 1907 (7.63x) 162Mi 9 |5 | 7 | 16 | 40.3% | 22.2% | 47.0% 61.9% | 17.0% 207
Naive multi-stream 408 (1.63x) 143Mix1 | 13 | 1| - - | 144% | 7.9% 52.4% 48.8% 3.2% 204
24-thread CPU 250 (1x) 1463Mi | 13| - | - | - B B B B B -
BitBlender-HBM 2052 (8.38x) 165Mi 11 | 5| 7 | 16 | 45.7% | 24.2% | 45.7% 61.9% | 20.8% 217
sM | 0.005% BitBlender-QSFP 1925 (7.86x) 165Mi 11| 5| 6 | 16 | 43.0% | 23.5% | 52.4% 57.3% | 20.8% 214
’ Naive multi-stream 390 (1.59x) 154Mix1 | 14 | 1 | - - | 147% | 8.0% 55.7% 52.5% 3.4% 195
24-thread CPU 245 (1x) 1573Mi | 14 | - | - - - - - - - -

Table 6 also lists the generated BitBlender configuration parameters (L, H, S, P, and D) by our automation tool, as
well as resource utilization and frequency for the FPGA designs. As seen, BitBlender achieves a performance speedup
over the naive multi-stream FPGA implementation, by using computational resources (LUTs and FFs) to manage access
to the shared on-chip bitvector. A detailed resource breakdown is shown in Section 4.2.1. The number of modules
instantiated, as well as the logic resources used by each module, scale with the choice of the following configuration
parameters: H, S, P, and D. The memory usage is dedicated entirely to holding the bit-vector, and scales with L only.

This table also highlights the variance in the place and route tools. The critical path of the FPGA implementations is
consistently within the query modules, due to long chains of cascaded BRAMs or URAMs acting as a single memory
bank. However, while all designs managed to achieve around 200 MHz, there is a noticeable variance in the achieved
frequencies, due to the high resource demand and fully-automated design flow. The final frequencies vary from 190MHz
to 225MHz.

The generated configurations for the QSFP-based BitBlender designs achieve slightly lower throughput compared to
the HBM designs for the reasons explained in Section 3.7.

4.2.1 Resource Breakdown of BitBlender. In Table 7, we show the per-module resource cost of the same BitBlender-HBM
designs that are shown in Table 6. Note that all of the BRAM and URAM usage is used in the QueryBV module; to save
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Table 7. Per-module resource breakdown. For each module, the reported cost is the sum of resources across all instances in the design.
Load and Aggregate are negligible (less than 1%) and thus not reported. BRAM/URAM are used solely in QueryBV; they are already
reported in Table 6 and thus not repeated here. Arbiter is subdivided into arbiter forward (Fwd), tree-based pipelined arbiter (Node),
and ratemonitor (RateMon) components. Unshuffle is subdivided into the unshuffle separator (Sep) and reorder (Reord) components.

Compute Arbiter Unshuffle
I L (bits) | H | S| P | D | Resource ueryBV
fr (bits) Hash | Fwd | Node |RateMon | Total Query Sep | Reord | Total
LUT 9.22% |2.07% |22.01% | 14.95% |39.03% | 1.03% |2.22% |4.16% |6.38%
4M | 0.01% | 96Mi | 6 [8 |10 |16 FF 13.61% |0.56% | 13.93% | 0.76% |15.25% | 0.34% |0.84% | 1.00% | 1.84%

DSP 18.10% |0.00% | 0.00% 0.00% | 0.00% 0.00% | 0.00% | 0.00% | 0.00%
LUT 9.06% |2.02% |23.80% | 14.60% |40.42% | 1.08% |2.17% | 4.09% |6.26%
4M | 0.005% | 130Mi | 5 (9|10 |16 FF 13.04% |0.54% | 14.91% | 0.67% |16.12% | 0.29% |0.81%|0.95% |1.76%
DSP 17.00% |0.00% | 0.00% 0.00% | 0.00% 0.00% | 0.00% | 0.00% | 0.00%
LUT 6.23% |2.33%|2533% | 17.00% |44.66% | 1.15% |2.55%|4.73% |7.28%
4M | 0.002% | 132Mi | 6 (8|11 |16 FF 9.79% 10.67% | 18.15% | 0.96% |19.78% | 0.41% |1.09% | 1.28% |2.37%
DSP 16.00% | 0.00% | 0.00% 0.00% | 0.00% 0.00% | 0.00% | 0.00% | 0.00%
LUT 9.27% | 2.24% | 24.35% | 16.35% |42.94% | 1.35% |2.45% | 4.55% |7.00%
6M| 0.01% | 144Mi | 6 (8|11 |16 FF 13.77% |0.57% | 15.57% | 0.82% |16.96% | 0.36% |0.94% | 1.10% | 2.04%
DSP 18.10% |0.00% | 0.00% 0.00% |0.00% 0.00% | 0.00% | 0.00% |0.00%
LUT 10.53% |2.21% | 20.32% | 15.66% |38.19% | 1.25% |2.30% | 4.35% |6.65%
6M | 0.005% | 136Mi | 8 (7| 9 |16 FF 15.04% |0.62% | 12.28% | 0.86% |13.76% | 0.40% |0.84% | 1.01% |1.85%
DSP 21.10% | 0.00% | 0.00% 0.00% |0.00% 0.00% | 0.00% | 0.00% |0.00%
LUT 11.93% |2.30% | 20.47% | 16.05% |38.82% | 1.49% |2.32%|4.45% |6.77%
6M [0.002% | 153Mi | 9 |7 | 8 |16 FF 16.21% |0.68% | 11.83% | 0.87% |13.38% | 0.38% |0.80% | 0.98% | 1.78%
DSP 23.80% |0.00% | 0.00% 0.00% |0.00% 0.00% | 0.00% | 0.00% | 0.00%
LUT 11.33% |2.00% | 15.03% | 13.74% |30.77% | 1.54% |1.95%|3.77% |5.72%
8M| 0.01% | 160Mi |10 (6| 7 |16 FF 15.05% |0.63% | 8.36% 0.83% |9.82% 0.40% | 0.65% | 0.81% | 1.46%
DSP 22.70% | 0.00% | 0.00% 0.00% | 0.00% 0.00% | 0.00% | 0.00% | 0.00%
LUT 10.51% |1.94% | 12.30% | 13.16% |27.40% | 1.75% |1.88% | 3.58% |5.46%
8M | 0.005% | 165Mi |11 (5| 7 |16 FF 13.86% |0.60% | 6.68% 0.90% |8.18% 0.45% | 0.62% | 0.77% | 1.39%
DSP 20.80% | 0.00% | 0.00% 0.00% | 0.00% 0.00% | 0.00% | 0.00% | 0.00%

space, we do not repeat the BRAM and URAM information presented in Table 6. Additionally, the Load and Aggregate
modules together make up less than 1% of LUT and FF usage - thus these modules are not reported in Table 7, either.

First, as shown, all of the DSP utilization is consumed by the hash computation, and the arbitration logic do not use
DSP resources. In BitBlender, DSP is typically the least used resource and not the bottleneck. Even in naive multi-stream
designs, as shown in Table 6, DSP is typically the least used resource and not the bottleneck.

Second, among DSP, LUT, and FF, LUT is usually the most consumed resource. The majority of the LUT resource
cost is due to the scheduling overhead required by the arbitration, especially the tree-based pipelined arbiter (denoted
as Arbiter Node in Table 7) and ratemonitor. When the number of streams (S) and partitions (P) are higher, the relative
cost of arbitration increases, to allow for even higher throughput.

Third, the FF resource cost is mostly spent between arbitration and the hash computation. When the number of hash
functions (H) is higher, the ComputeHash module starts to dominate FF resource utilization.

This resource breakdown data again highlights the advantage of BitBlender - in large, memory-constrained Bloom
filter designs, the LUT resources are heavily underutilized by the naively-duplicated multi-stream design (see Table 6
and also later in Table 9). In our dynamic arbitration scheme, we leverage these otherwise-unused LUT resources to

manage concurrent accesses to the bit-vector, resulting in an overall throughput improvement.
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4.2.2  Performance of BitBlender on a Real-World Dataset. In order to profile BitBlender on a sample of real-world data,
we use the Wikimedia organization’s dataset [12], representing Wikipedia pages that were flagged to be revised. We
profile this data on two different BitBlender configurations: 4M-0.01%, and 8M-0.005% - i.e., the smallest and largest
configurations of BitBlender in Table 6, respectively.

In the former configuration, this dataset is processed 20% slower than our randomized synthetic inputs, at approx-
imately 2,524 MQueries/sec. In the latter configuration, it is 13% slower, at approximately 1,785 MQueries/sec. This
dataset is slower than the purely-random synthetic inputs because the dataset contains many duplicate entries (the
same articles are often flagged for revision many times). These duplicate entries have identical hashes, and therefore

repeatedly access the same bit-vector partition, leading to increased access-conflicts in our arbitration logic.

4.3 Analysis for Different Bloom Filter Configurations

Here we analyze the BitBlender throughput when we vary one of its design parameters: H (number of hash functions),
S (number of streams), P (number of partitions), and D (ratelimiting distance). Unless otherwise stated, by default, we
set H=7, 5=8, P=9, D=16, and the bit-vector section length (i.e.,L/H, bits per hash function) to 224 . approximately 16

million. This default configuration is capable of achieving I=4M insertions under a false positive rate of fp=0.002%.
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Fig. 11. BitBlender throughput at different S
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#Streams impact. Shown in Fig. 11, the throughput of BitBlender increases roughly linearly with S. However, when S
approaches P (9, in this case), the throughput plateaus slightly because the efficiency (defined in Equation 5) decreases.
Here, we also see that the cycle-performance model we developed in Section 3.5.2 slightly overestimates efficiency if
the efficiency is high. The efficiency dip at S = 5 is not predicted by our model. This can be attributed to the change in
topology in the Arbiter-tree: with 4 or 6 inputs, the tree is much more balanced than it is with 5 inputs; this imbalance
results in slightly decreased efficiency. However, the efficiency dip at S = 8 is predicted by our model, as shown by the
predicted efficiency following the achieved efficiency.

Table 8 also lists the corresponding resource utilization and frequency when S changes. At this BitBlender configura-
tion, the single-stream design resource utilization is dominated by BRAM (47.74%) and URAM (40.83%), which limits
the naive duplication of streams. In our BitBlender design, each additional stream adds about 7% more LUTs, 4% more
FFs, and 3% more DSPs. Note the BRAM and URAM utilization does not change, as the bit-vector is shared among all
streams. When S increases, the achievable frequency does not change much; however, at $=9, the placer cannot find a
solution due to overutilization.

#Hashes impact. Shown in Fig. 12, the throughput is practically independent of H. Any differences in throughput can
be explained by the difference in achieved frequency; the efficiencies of these designs are almost identical, hovering
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Table 8. BitBlender resource utilization at different S.
*S=1 shows a baseline single-stream implementation, without the Arbiter and Unshuffle units.

S | LUTs FFs BRAM | URAM | DSP | Frequency
1* | 9.32% 6.18% 1.24% 220 MHz
2 | 19.52% | 11.02% 5.32% 216 MHz
3 | 24.74% | 13.54% 7.96% 209 MHz
4 | 30.39% | 16.53% 10.59% | 205 MHz
5 | 37.13% | 20.02% 47.74% | 40.83% 13.23% | 220 MHz
6 | 43.24% | 23.93% 15.87% | 208 MHz
7 | 51.56% | 28.40% 18.51% | 207 MHz
8 | 60.15% | 33.34% 21.14% | 205 MHz
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Fig. 12. BitBlender throughput at different H, with P=9, S=8, D=16
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between 89.0%, and 89.4%. Meanwhile, our cycle estimator predicts an efficiency of 92.4% for all of these designs: the

expected cycle latency is independent of H, as explained in Section 3.5.2. The expected cycle latency is independent of

H, as explained in Section 3.5.2.

In Fig. 13, we show the throughput under slightly lower-throughput configurations, which leaves resources to build

for larger values of H. Again, the differences in throughput are mostly explained by differences in achieved frequency.

The efficiencies of these designs varies slightly more, but still remains mostly static, ranging from 90.9% to 94.7%.

Meanwhile, our cycle estimator predicts an efficiency of 99.8%, overestimating the true efficiency.
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Fig. 13. BitBlender throughput at different H, with P=8, S=6, D=16, L/H=10
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#Partitions impact. Shown in Fig. 14, the throughput increases when P increases. Intuitively, this makes sense, since
BitBlender’s parallelism is constrained by min(S, P). The throughput increase roughly follows the curve of the achieved
efficiency - any deviations are due to variations in clock frequency.

This figure highlights that our cycle-performance model is very accurate when the efficiency is low, but it still
overestimates higher efficiency values. As shown, the efficiency does continue to improve from increasing P, but it

slowly plateaus as P increases above S.
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Fig. 14. BitBlender throughput at different P
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Fig. 15. BitBlender throughput at different D

Ratelimit distance impact. Shown in Fig. 15, the throughput increases when D increases. A smaller D leads to less
opportunities for 00O scheduling in the Arbiter, and thus a lower efficiency, as it becomes more likely that a stream is
ratelimited, and must wait for other streams to progress. On the other hand, a larger D leads to more complicated logic
in the Ratemonitor module. In fact, the HLS scheduler is unable to find a valid schedule for the Ratemonitor, when

D=32. Nonetheless, even with P=9 and S=8, the efficiency we can achieve with D=16 is just above 89%.

4.4 Automation Tool Performance Analysis

Here we analyze our design automation tool, which was described in Section 3.6. In Fig. 16, we use the designs built
with the automation tool in Section 4.2 to compare the throughput estimation of our automation framework against the
final achieved throughput. This figure shows that the end-to-end throughput estimation closely matches the majority of
designs, showing that both the frequency estimator and the cycle latency model are reasonably accurate. The average
relative error across all of these builds is 4.1%, with a maximum of 11.7%, and a minimum of 0.1%.
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Builds (ordered by relative error)

4.4.1 Cycle Latency Esthifatt Aitijsrderestinnated s -werddhisusipe by REtesb theeHBhRtdr over the 148 successful
builds, which were detailed in Section 3.6.1. These builds sweep through BitBlender configurations in a similar fashion to
Section 4.3. These 148 builds were run on FPGA with seven randomly-generated batches of inputs. The seven runtimes
were averaged to get the achieved efficiency of each design. In Fig. 17, the achieved efficiency of on-board execution
is compared against the efficiency predicted by our cycle-latency estimator from Section 3.5. Additionally, we report
the absolute error and relative error between the predictions and ground truth. The results are ordered in decreasing

absolute error.

12% 120%

—Absolute —Relative —Achieved —Predicted
Error Error Efficiency Efficiency

< 10% s : ‘ ﬂ 100%

= ‘ /A \ | “ N |

Y g0 .\‘ I./H F/'. 80% _

o | || n

= \_ﬂ l~ :‘\ r—/-' “ “ 2

E 6% SV [ | f] 0% 2

mY R

(%] S | 1 =

w

o 4% ‘H' "‘ «“ s0%

< !

S | |

O 2% L] | 20%
0% 0%

Builds (ordered by absolute error)

Fig. 17. BitBlender estimated cycle-efficiency vs achieved cycle-efficiency

This illustrates the accuracy of our cycle-latency estimator. Across all builds, the maximum relative error is 10.7%,
while the average relative error is 4.1%. The maximum absolute error is 9.6%, and the average absolute error is 3.5%. We
believe the difference between our predicted efficiency and the achieved efficiency is due to several factors.

The first factor is additional latency in the Arbiter, caused by extra pipeline registers inserted by the automated
floorplanning tool, TAPA [17]. These pipeline registers are inserted to divide long routing paths and increase frequency.
This would explain the erratic efficiency differences in Fig. 13, where we do not expect any efficiency differences.

The second factor is that our cycle-latency estimator only models the behaviour of a single Arbiter, and neglects the
fact that we have H running together. The achievable throughput would be dictated by the worst-performing Arbiter of
the group. We also do not model the behaviour of the Unshuffle module, which might generate a few pipeline stalls of
its own. The final factor is that there seems to be a constant cycle overhead, which could be the result of the multi-cycle
exit paths of our modules, from Sections 3.2.3 and 3.3.3. These two factors would explain the tendency to over-estimate
only when the estimated efficiency is very high, because this constant overhead prohibits the design from approaching

100% efficiency.
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4.5 Comparison with Previous FPGA Accelerator Designs

This section compares BitBlender against prior state-of-the-art Bloom filter accelerators on FPGA. Here, we compare
against three works: Sateesan et al. [30], Wada et al. [33], and Kang et al. [23]. The works by Sateesan et al. [30] and
Wada et al. [33] are both high-throughput SRAM-based Bloom filter accelerators, profiling the microarchitecture of
hash functions and query engines in an RTL design. The work from Kang et al. [23] is a state-of-the-art DRAM-based
Bloom filter accelerator, where the bit-vector is stored in off-chip DRAM. Their work profiles using radix sorters to
enable bursting in the off-chip bit-vector accesses. Further discussion of these works can be found in Section 5.1.

We note that the FPGA used in the DRAM-based accelerator [23] is smaller than our AMD/Xilinx Alveo U280 FPGA:
they target a Virtex-7. This work is not open-sourced for us to reproduce results on a larger FPGA. However, even on a
larger board, their query throughput is limited by accesses to the off-chip bit-vector: there is only so much bursting
that can be enforced, so while they may support larger Bloom filters, their achievable query throughput is very difficult
to improve. The FPGAs used in the SRAM-based works are as follows. Sateesan et al. target a VU7P Virtex Ultrascale+
FPGA in [30], while Wada et al. target a VU9P Virtex Ultrascale+ FPGA in [33]. These FPGAs have a comparable number
of resources to our Alveo U280 evaluation platform, although the U280 is the largest. The available resource counts of
these FPGAs are shown in Table 9. In addition, we showcase the maximum number of duplications for two sample
naively duplicated multi-stream designs, to illustrate scalability constraints, discussed further in Section 4.5.2.

Table 9. Resource comparisons between Alveo U50, U250, U280, VU7P, and VU9P FPGAs [4], and illustration of when scaling Bloom

filter designs is logic bound and when it is on-chip memory bound: the maximum number of naive stream duplicates is limited by the
smaller number of duplicates calculated based on available logic and memory resources (highlighted in red).

Max #streams with Max #streams with
FPGA LUTs FFs | BRAM | URAM | DSP H=6, L=6Mi H=13, L=143Mi
logic-only | memory-only | logic-only | memory-only

Us0 0.87M | 1.74M 1344 640 5952 22 37 11 1

U250 1.34M | 2.75M 2000 1280 11508 34 71 16 3

U280 (used by us) | 1.30M | 2.61M | 2016 960 9024 33 56 16 2
VU9P (used in [33]) | 1.18M | 2.36M 2108 938 6840 30 56 14 2
VUT7P (used in [30]) | 0.79M | 1.58M 1406 625 4560 20 37 10 1

We note that all of these prior studies target a single-stream design, or a naively-duplicated multi-stream design.
Therefore, they face a very harsh capacity/throughput tradeoff, even in a larger FPGA with more resources. The
throughput in [30] is determined only by the frequency, and therefore will not increase even on a larger board. In [33],
their naively-duplicated multi-streamed architecture achieves high throughput by severely limiting the bit-vector section
length - it is limited to 144k bits, and therefore they cannot scale to support a large Bloom filter with a high number
of insertions. Furthermore, this work neglects to run the generated design on FPGA, which ignores the challenges of
achieving high off-chip memory data rates. Their reported throughput is an estimate, based on their expected pipeline

efficiency and achieved build frequency.

Table 10. Performance comparison with prior work. * denotes performance under a special case.

Work % Query Rate | Frequency | E2E Latency I I@ I@
(GB/s) (MHz) Per-Query (ns) fp=01% | fp=10"12
BitBlender 5 12.85 208 582.7 130Mi 4,704k 172k
(ours, SRAM) 11 8.21 217 497.7 165Mi 11,999k 1,331k
Wada et al. [33] (SRAM) 40 7.78 162 (not reported) | 5.48Mi 265k 100k
Sateesan et al. [30] (SRAM) | 12 5.55 462 4.1* 0.25Mi 18k 2.3k
BunchBloomer [23] (DRAM) | 8 0.19 250 (not reported) | 512Mi | 36,752k 2,156k
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~~~~~~ BitBlender H=5 - -BitBlender H=11 —[33] [30] —[23]
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Fig. 18. Bloom filter comparison with prior work. x-axis shows the range of the false-positive (FP) rate, rightwards is better.
y-axis shows the number of inserts the Bloom filter can support under a specific FP rate, higher is better.

Table 10 shows the performance of BitBlender against these prior FPGA designs. Additionally, Fig. 18 compares the
supported Bloom filter size: namely, it shows the maximum number of insertions (I) at different false-positive rates (fp)
for each accelerator design. The two BitBlender configurations shown here are (1) the fastest and (2) the largest Bloom
filters previously shown in Table 6.

When prioritizing throughput (i.e., for the smaller Bloom filter), BitBlender can achieve up to 2.32x and 1.65x higher
query rates than [30] and [33], respectively, while still supporting more insertions at the same false positive rate.
Relative to the DRAM-based FPGA implementation [23], the fastest BitBlender configuration achieves about 68x higher
throughput, while supporting anywhere from 4.6x to 20x fewer insertions, depending on the false positive rate.

On the other hand, when prioritizing the Bloom filter size, BitBlender can achieve orders-of-magnitude larger Bloom
filters than [30] and [33], while still outperforming their processing rate. Compared against the DRAM implementation
[23], the largest BitBlender configuration achieves about 43x higher throughput while supporting 1.6x to 3x fewer

insertions.

4.5.1 Per-Query Latency Comparison. Our work aims to improve the throughput by introducing extra arbitration logic,
which adds overhead for per-query latency. In the compared designs, our end-to-end latency per query is 121 and 108
cycles, respectively. At our achieved frequency, this corresponds to 582.7 and 497.7 ns, as shown in Table 10.

The latency breakdown of our design is further shown in Table 11. In this table, the first two data rows correspond
to the two BitBlender designs in Table 10, while the last row illustrates a special case when the section length is a
power-of-two. This table illustrates that the hash computation costs over half of our latency when the section length
is not a power-of-two. The arbiter adds a latency overhead between 14 cycles and 26 cycles, while the multi-stream
aggregation and output logic occupies 13 cycles. Other modules such as load, queryBV, and unshuffle only take 2 to 3

cycles.

Table 11. BitBlender latency breakdown (cycles per module). The first two configurations correspond to our BitBlender
configurations reported in Table 10. The last configuration shows a special case where the section length is a power of two, allowing
us to apply the same modulo optimization used in the work from Sateesan et al. [30].

BitBlender Configuration Per-module latency (cycles) Total
H L S| P | Section length (L/H) | Load | ComputeHash | Arbiter | QueryBV | Unshuffle | Aggregate | latency
5 | 130Mi | 9 | 10 26Mi 74 26 121
11 | 165Mi | 5| 7 15Mi 2 73 14 3 3 13 108
7 | 112Mi | 8 | 8 16Mi 11 23 55
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The latency from the hash computation is actually due to a high-latency modulo operation: in order to retain a valid
address into a bit-vector section, the hash output is modded by the section length, L/H. When the section length is a
power-of-two, this modulo operation can be implemented significantly cheaper using a right shift. As shown in the
design with L/H = 16 (last row), the latency of ComputeHash is reduced from more than 70 cycles to 11 cycles and our
end-to-end latency is cut roughly by half.

The studies from Wada et al. [33] and Kang et al. [23] do not report latency information. In the work from Sateesan
et al. [30], they are able to achieve very low query latency by designing a high-frequency and low-latency hash function
for a much smaller bit-vector size. However, the latency reported in their work is operating within a special case:
this accelerator is only profiled on designs where the bit-vector section length is a power-of-two. As such, when the
hash-output is modded by the bit-vector section length, this operation costs almost no runtime - their reported latency
is 2 cycles. It is unclear what the latency would be in a more general case, although it would be lower (i.e., better)
than that of BitBlender. Also note that Sateesan et al. [30] only support very small bit vector sizes, approximately two

orders-of-magnitude smaller than ours.

4.5.2  Resource Efficiency Comparison. To perform a performance-per-resource comparison between Bloom filter
implementations, it may be tempting to directly divide the throughput by the number of resources used. For the sake of
illustration, the direct comparison is shown in Table 12, where throughput per resource is measured in kB/s per LUT
and per kb SRAM. However, this comparison results in skewed data that heavily prefers small Bloom filters, which are
less algorithmically desirable (e.g., the work from Sateesan et al. [30] supports a Bloom filter size that is almost two
orders-of-magnitude smaller than ours). This is because a larger Bloom filter consumes a lot more hardware resources
to implement, while the throughput of the single-stream design does not change relative to Bloom filter size; therefore,
when the throughput is directly normalized, the small Bloom filters get a much higher throughput per resource number.

For a more fair comparison between Bloom filter implementations, we present the throughput normalized by two
factors: 1) FPGA resource utilization, and 2) A Bloom filter algorithmic “goodness” metric. This Bloom filter goodness
metric is computed by multiplying the number of insertions (I) by the negative log of false-positive rate (fp), as shown
in Equation 6. The higher the “goodness”, the better.

goodness = I * —log(fp). 6)

Normalizing by this goodness metric rewards large Bloom filters; meanwhile, normalizing by resource usage
rewards small Bloom filters. Normalizing by both resource utilization and this goodness metric allows for a more
fair tradeoff analysis. In Table 13, we compare the normalized throughput for each accelerator, which is given by
throughput = goodness [#resources_used, where throughput is measured in GB/s, and resources are measured in the raw
resource utilization (not as a percentage of available resources). Note, the goodness is dependent on the false-positive
rate, which is why we report the normalized metric at two different values of fp. As shown, our design can be configured
to be competitive with Sateesan et al. [30] in terms of both logic efficiency, and memory efficiency, while remaining more
scalable - their high throughput relies on achieving high frequency in a small design. We also significantly outperform
other designs by Wada et al. [31] and BunchBloomer [22].

4.5.3 More Discussion on Resource Bottleneck and Scaling Limitation. As presented in Section 4.2.1, for large Bloom
filters, the resource bottleneck to scale the multi-stream designs is the available on-chip memory to support a large bit
vector, instead of the logic resources. As shown in Table 6, the naive multi-stream design can often only duplicate 1 or 2

Manuscript submitted to ACM



BitBlender: Scalable, High-Throughput Bloom Filter Acceleration on FPGAs with Dynamic Scheduling 29

Table 12. Comparison of throughput normalized by only resource usage, ignoring algorithmic parameters. Higher is better.

Design Throughput per LUT (kB/s per LUT) | Throughput per kb SRAM (kB/s per kb SRAM)
BitBlender (H=5) 16.97 79.28
BitBlender (H=11) 13.78 40.17
Wada et al. [33] 18.96 20.36
Sateesan et al. [30] 8,219.02 19,263.33
BunchBloomer [23] 0.73 5.63

Table 13. Comparison of throughput normalized by resource usage and algorithmic goodness. Higher is better.

Design Throughput X Goodness | Throughput X Goodness | Throughput X Goodness | Throughput X Goodness

per LUT (fp = 0.1%) per LUT (fp = 10712) per kb SRAM (fp = 0.1%) | per kb SRAM (fp = 1012)
BitBlender (H=5) 401.44 22.14 1,875.58 103.46
BitBlender (H=11) 495.93 220.04 1,446.16 641.67
Wada et al. [33] 15.07 22.75 16.19 24.43
Sateesan et al. [30] 443.83 226.85 1,040.22 531.67
BunchBloomer [23] 79.97 18.76 621.18 145.76

streams due to the high BRAM and URAM usage, while the LUT is significantly underutilized. Note this is not just the
case for our specific FPGA (Alveo U280), but also true for other common datacenter FPGAs listed in Table 9.

For small Bloom filter designs that require less on-chip memory to hold the bit vector, the resource bottleneck could
potentially shift from the memory resources to logic resources; note this is not the focus of this paper though. An
illustration of the scaling bottleneck for different FPGAs is shown in the last four columns of Table 9. These columns
show the maximum number of naive duplicates for two different designs: a low-memory design, targeting a small
Bloom filter with H=6 and L=6Mi; and a high-memory design, targeting a large Bloom filter with H=13 and L=143Mi.
In the low-memory design, the duplication opportunity is often constrained by logic utilization, and therefore the
bit-vector sharing scheme of BitBlender is not advantageous. However, in the high-memory design, the duplication
opportunity is constrained by memory utilization, which is how BitBlender is able to provide a speedup: by leveraging
the otherwise-unused logic resources to provide dynamic sharing of the constrained memory resources. In practice,
based on the single-stream design resource utilization and the total available FPGA resources, one can determine
whether naive scaling would be bounded by logic resources or memory resources (based on the highest utilization

percentage). BitBlender enables users to better scale large Bloom filters.

4.6 Comparison with GPU Accelerator Designs

In [26], McCoy et al. implement an array of optimized Bloom filter alternatives on GPU. Their work focuses on feature-
rich filters to provide support for a broader set of applications. However, their filter designs add these additional features
at the cost of performance. Therefore, for a fair comparison, we simply compare to their GPU-optimized Bloom filter
variant.

On an NVIDIA Tesla V100 GPU (on 12nm technology node, slightly lower than our Alveo U280 FPGA), their Bloom
filter implementation achieves approximately 4,000 MQueries/sec of throughput, for designs with bit-vector lengths (L)
ranging from 64 Mib - 1 Gib. In terms of power efficiency, we found that their design consumes about 100W of power,
meaning their performance-per-watt is about 40 MQueries/sec/W.

In comparison, according to Vivado’s power estimation, the power consumption of BitBlender ranges from 33W
to 40W for the designs shown in Table 6. The smallest BitBlender design shown (i.e., 4M-0.01%) consumes about
35W, giving it a performance-per-Watt of around 90 MQueries/sec/W. The largest BitBlender design (i.e., 8M-0.005%)
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consumes only 33W, giving it a performance-per-Watt of around 62 MQueries/sec/W. So our FPGA design is about 1.5x

to 2.25x more energy efficient.

5 RELATED WORK
5.1 Bloom Filter Acceleration on FPGA

Harwayne-Gidansky et al. proposed the first single-stream Bloom filter accelerator, and achieve a throughput of
2 queries per cycle at approximately 210 MHz [18], for a peak query input rate of 1.6 GB/s. Other studies utilized
Bloom filters as part of a larger accelerator on FPGA, such as flow-table lookups for software-defined networking [22],
equi-join operations in databases [19], and DNA sequence comparisons [20]. However, they only support single-stream
acceleration.

In [33], Wada et al. implement a high-throughput, byte-stream-based Bloom filter. In this design, each new byte is
combined with several previous bytes to define a new query, as a rolling window over the byte-stream. They focus on
developing fast streaming hash functions by microarchitecting BRAM-based and DSP-based hashing engines. Their
performance modelling predicts strong throughput numbers (up to 7.78 GB/s of input queries) at a low false-positive
rate, by scaling to use many hash functions. However, they limit the number of insertions to 100K, and their design is
only slightly scalable, because the bit-vector size for each hash function is restricted to the length of one half of a URAM
block - 144k bits. Moreover, this work neglects to run their design on FPGA, and relies on performance modelling
without accounting for the characteristics of off-chip memory access.

In [30], Sateesan et al. focus on implementing high-frequency hashing functions on FPGA to accelerate Bloom filters.
They focus on developing a new hardware-friendly hashing algorithm to achieve high frequency, and use their hash
design in the Bloom filter architecture from [29]. Like Wada et al., they report good throughput numbers (up to 5.55
GB/s of input queries) at a low false positive rate, by achieving very high frequencies. To do so, they severely limit the
number of insertions into the Bloom filter, only permitting 7,260. Their design is unlikely to scale with the size of a
Bloom filter, because cascading more SRAM banks to implement a larger bit-vector will cause longer combinational
delays, degrading the achievable frequency.

In [23], Kang et al. focus on very large, DRAM-based Bloom filters. Unlike prior studies, this work stores the bit-vector
in off-chip DRAM, allowing a significantly larger memory footprint at a cost of decreased throughput. They propose a
method to buffer memory accesses, grouping them together to leverage bursting in the DRAM memory access pattern.
However, their work is constrained by the DRAM access bottleneck, and they only achieve 0.19 GB/s of query input
rate. Furthermore, this design is difficult to scale; their memory-access buffer is designed specifically for the size of the
FPGA on which it’s implemented, and porting it to a different FPGA requires significant engineering work.

In all of these prior works, the underlying Bloom filter architecture relies on a single-stream design, which is unable
to share the bit-vector for high throughput and scalability. BitBlender is the first work to support scalable multi-stream

acceleration for Bloom filters.

5.2 Static Scheduling and Dynamic Scheduling
Dynamic scheduling in traditional HLS. Modern high-level synthesis (HLS) compilers generate datapaths by relying

on static, compile-time scheduling guarantees. However, many compute patterns require complicated resource sharing
schemes. An automated compile-time scheduling cannot find good opportunities for dynamic resource sharing, resulting
in performance slowdowns. These opportunities for resource sharing need to be explicitly architected by designers, and
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described in the HLS code for the compiler to generate. In [14], Du et al. proposed a dynamic arbitration module in
their sparse matrix-vector (SpMV) accelerator, synthesized using statically-scheduled HLS. This work uses dynamic
scheduling to balance computational load among processing elements, as needed by the irregular data pattern from the
compressed sparse matrix format. For the task of SpMV, their outputs do not need to be in the same order as the inputs,
because their data are simply fed into a multiply-accumulator, which is a commutative operation. Therefore, they have
no need to reorder the dynamic data pattern, and do not have any danger of deadlocking.

Dynamically-scheduled HLS compilers. Another line of work is the recently developing dynamic HLS compiler
toolflow. For example, in [21], Josipovi¢ et al. introduced Dynamatic, a dynamically-scheduled HLS compiler, which
synthesizes a datapath consisting of elastic components [13] that can tolerate dynamic data rates. Their results showcased
a greatly improved cycle-performance for dynamic workloads, at the cost of greatly increased resources and degraded
clock frequency. However, this compilation flow inserts another layer of abstraction on top of traditional HLS. In
traditional HLS, designers can understand the high-level idea behind their design, and examine the generated instruction-
schedule of each module, to understand the behavior. In designs generated by a dynamically-scheduled compiler, the
instruction-schedule is dynamically determined, and the behavior is even more opaque to the designer.

In BitBlender, we demonstrate opportunities for implementing advanced dynamic arbitration schemes with our
proposed Arbiter and Unshuffle modules, together with the deadlock prevention logic, in statically-scheduled vendor
HLS. By explicitly writing the dynamic behaviour, it allows us to understand and predict the throughput to a high

degree of accuracy.

6 CONCLUSION

In this paper, we introduce BitBlender, the first high-throughput, scalable multi-stream Bloom filter acceleration
framework in HLS. To address access conflicts in the on-chip bit-vector, caused by sharing it among multiple streams,
we developed a novel dynamic arbitration scheme in statically-scheduled vendor HLS, which includes Arbiter and
Unshuffle modules, together with deadlock prevention logic. Based on the user-defined Bloom filter configuration
and FPGA specification, we have developed an automation tool, together with accurate performance and resource
estimators, to generate the best-performing BitBlender accelerator on FPGA. Experiments on the Alveo U280 FPGA
show that BitBlender achieves a throughput up to 3,213 MQueries/s (i.e., 12.8 GB/s) for a 130Mib bit-vector with
0.005% false-positive rate, which matches the line rate of its 100 Gbps (i.e., 12.5 GB/s) network interface. Compared to a
highly-optimized 24-thread CPU benchmark, BitBlender achieves an average speedup of 8.89x, up to a maximum of
10.47x. Compared to the naively-duplicated multi-stream FPGA design, it achieves an average speedup of 5.30x, up to a
maximum of 7.42x. The source code for BitBlender is open-sourced under the BSD 3-Clause license. It is available here:
https://github.com/SFU-HiAccel/BitBlender.
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